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Understanding UNC3886
UNC3886 represents a formidable and persistent cyber espionage threat, currently active and 

impacting critical information infrastructure (CII) worldwide. First identified by Mandiant in 

2022,1 this China-linked advanced persistent threat (APT) actor distinguishes itself through 

highly sophisticated, cautious, and evasive operational methodologies. Its primary objective 

is long-term intelligence gathering and strategic spying, focusing on high-value targets across 

government, defense, technology, and telecommunications sectors in the US and Asia. The group 

is adept at exploiting zero-day vulnerabilities in network devices and virtualization systems, 

which often lack traditional security monitoring.

As of July 2025, UNC3886 is actively engaged in attacks against Singapore’s critical infrastructure,2 

underscoring the immediate and severe nature of its threat to national security and essential 

services. 

UNC3886 is a designation for an “uncategorized” (UNC) or “unclassified” advanced persistent 

threat (APT) actor.3 This lack of formal classification, however, does not diminish its threat level. 

It often points to a highly agile and sophisticated adversary that actively works to obscure its 

identity and avoid easy categorization, thereby complicating defensive efforts and attribution.

Mandiant remains an authoritative and primary source of intelligence regarding UNC3886’s 

operations.1 Mandiant characterizes UNC3886 as exceptionally adept, operating with a high 

degree of sophistication, caution, and evasiveness. This operational style reflects a meticulously 

planned approach and significant technical capabilities, enabling the group to maintain 

persistence and evade detection over extended periods.

The Core Mission – Intelligence Gathering and Spying
The core mission of UNC3886 is intelligence gathering and long-term spying.1 This group is not 

primarily driven by financial gain or immediate disruption. Instead, its activities are focused 

on establishing deep, persistent access to high-value networks to covertly collect sensitive 

information. This includes, but is not limited to, harvesting credentials, intercepting internal 

communications, and acquiring operational data. The ultimate strategic aim appears to be the 

maintenance of a durable presence within compromised environments. This enduring access 

can then be activated or leveraged at a future date, particularly in scenarios involving geopolitical 

tension, strategic influence, or national security considerations. The group’s persistence, 

even after detection and removal, further emphasizes this long-term objective, indicating a 

commitment to re-establishing access to critical targets.



Strategic Motivations – Geopolitical and Economic Drivers
UNC3886’s operations are deeply rooted in geopolitical and economic objectives, typical of state-

sponsored cyber espionage. This group consistently focuses on persistent intelligence gathering and 

long-term spying, primarily targeting defense, technology, and telecommunications organizations in 

the US and Asia, but also government, aerospace, energy, and utility sectors.

Their activities aim to gain strategic advantage and pre-position for future disruptive capabilities 

during geopolitical conflict. Intrusions into critical infrastructure align with military objectives to 

disrupt essential services. This dual purpose transforms cyber espionage into a tool of state power 

projection. The rise in Chinese-backed cyberattacks reflects China’s significant investment in its 

cybersecurity talent, a deliberate national strategy for geopolitical influence and security.

UNC3886’s targeting of technology and telecommunications is also linked to Chinese state economic 

goals. Cyber-enabled intellectual property (IP) theft is a key part of China’s technology acquisition 

strategy, with estimates of hundreds of billions in annual costs to the US economy. China uniquely 

operationalizes stolen IP directly into its economy, displacing foreign firms. This economic model 

extends to contracting offensive hacking services, as revealed by leaked documents from 2024 

showing firms selling cyber services to Chinese government customers. This indicates UNC3886’s 

activities are a systemic, state-backed economic strategy, directly contributing to China’s national 

development by acquiring sensitive technologies without R&D costs.

Stealth and Evasion
UNC3886 operates with sophistication, caution, and evasiveness, meticulously planning intrusions 

to minimize detection. Their evasion strategy prioritizes stealth, using passive backdoors and 

systematically tampering with logs and forensic artifacts. This approach ensures long-term, covert 

access.

A critical part of their strategy is targeting network devices and virtualization systems that often 

lack traditional security monitoring solutions like EDR agents. This includes firewalls, hypervisors, 

and routers. This calculated focus exploits systemic weaknesses and “blind spots” in enterprise 

security. By operating where deep visibility is absent, UNC3886 establishes persistence and conducts 

operations in inherently difficult-to-detect locations. They also use custom malware alongside 

existing victim tools, blending in to further complicate detection.

Zero-Day Exploitation
UNC3886 is renowned for its proficiency in exploiting zero-day vulnerabilities—previously unknown 

software flaws for which no patches exist—in network devices, virtualization systems, and critical 

information infrastructure. This capability demonstrates a deep understanding of complex systems 

and a significant investment in vulnerability research.

Specific vulnerabilities exploited by the group include:

• Juniper Networks Routers: CVE-2025-21590, involving a sophisticated process injection 
technique to bypass integrity checks on Junos OS.

• Fortinet Network Security Devices: CVE-2022-42475 and CVE-2022-41328, which were 
exploited to gain initial access and install backdoors.

• VMware Virtualization Systems: This includes ESXi hypervisors and vCenter, with CVE-2023-
34048 being exploited for unauthenticated remote command execution, often triggering system 
crashes to deploy malware and establish control.



Persistence Mechanisms
UNC3886’s unwavering persistence is a hallmark of its operations. The group consistently 

attempts re-entry, even after detection and removal. They achieve this using “several layers 

of organized persistence for redundancy,” maintaining multiple avenues of access across 

network devices, hypervisors, and virtual machines. This multi-layered approach ensures 

alternative channels remain available if a primary access point is compromised. This strategy 

highlights UNC3886’s commitment to long-term access and resilience, typical of a patient, 

state-level adversary.

Furthermore, UNC3886 utilizes publicly available rootkits like REPTILE for long-term 

persistence. Components are deployed via shell scripts that create new RC scripts or systemd 

unit files, ensuring the rootkit loads during system startup and maintains its stealthy presence.

Credential Access
UNC3886 heavily focuses on gathering legitimate credentials for lateral movement. They 

subvert access and collect credentials via Secure Shell (SSH) backdoors. The group also uses 

custom malware to extract credentials from Terminal Access Controller Access-Control System 

(TACACS+) authentication systems.

Initial privileged access, for instance, to Juniper routers, often came from terminal servers 

using previously compromised legitimate credentials. This emphasis on valid credentials lets 

them operate as authorized users, making detection harder.

Malware Families and Rootkits
Mandiant’s investigations have identified six distinct malware samples deployed across 

multiple Juniper MX routers, all of which are modified versions of the lightweight, C-based 

TINYSHELL backdoor. 

UNC3886 also extensively employs rootkits for stealth and long-term persistence:

• REPTILE: A publicly available rootkit, significantly modified by UNC3886 for its operations 

• MEDUSA: Another open-source rootkit utilized by the group

MITRE AT&CK Techniques for UNC38864

Mapping UNC3886’s observed TTPs to the MITRE ATT&CK framework offers a structured 

understanding of their operational methodology, enabling defenders to develop more 

targeted detection and mitigation strategies.  

Tactic Technique ID Technique Name

Initial Access T1190 Exploit Public-Facing Application

Initial Access T1566 Phishing

Persistence T1543.003 Create or Modify System Process: Windows Service

Persistence T1547.001 Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder

Defense Evasion T1070.004 Indicator Removal: File Deletion

Defense Evasion T1036 Masquerading

Defense Evasion T1027 Obfuscated Files or Information

Credential Access T1003 OS Credential Dumping



Credential Access T1003.002 OS Credential Dumping: Security Account Manager

Credential Access T1110 Brute Force

Lateral Movement T1021 Remote Services

Lateral Movement T1021.004 Remote Services: SSH

Command and Control T1071 Application Layer Protocol

Command and Control T1071.001 Application Layer Protocol: HTTP/HTTPS

Command and Control T1071.004 Application Layer Protocol: DNS

Exfiltration T1041 Exfiltration Over C2 Channel

Exfiltration T1048 Exfiltration Over Alternative Protocol

Indicators of Compromise (IOCs)5

IOCs are crucial forensic artifacts that identify malicious activity. They help defenders detect, 

respond to, and prevent future intrusions. However, UNC3886’s sophisticated evasion and 

changing static indicators mean IOCs have a limited shelf life.

IOC Type Description

C2 Servers IP Addresses: (Specific IPs identified by Mandiant)

Domains: (Specific domains identified by Mandiant)

Tools TINYSHELL (modified C-based backdoor)

REPTILE (modified publicly available rootkit)

MEDUSA (open-source rootkit)

File Hashes (MD5/SHA256 hashes of malware samples)

Network Artifacts Unusual SSH connections, anomalous network traffic patterns to known 

critical infrastructure endpoints, unexpected outbound connections.

System Artifacts Newly created RC scripts or systemd unit files, unauthorized 

modifications to authentication systems (e.g., TACACS+ configurations), 

specific process injection techniques.

Exploited 

Vulnerabilities

CVE-2025-21590 (Juniper), CVE-2022-42475 (Fortinet), CVE-2022-41328 

(Fortinet), CVE-2023-34048 (VMware)

The Solution 
ExtraHop RevealX™ offers a powerful network detection and response (NDR) solution that 

consolidates stand-alone NDR, NPM, and IDS tools into a single platform. It delivers a holistic 

view of all stealthy and persistent threats posed by groups like UNC3886, especially in critical 

infrastructure.

Traditional security tools often fall short because UNC3886 targets network devices and 

virtualization systems that lack endpoint agents or robust log monitoring. This creates “blind 

spots” that ExtraHop is specifically designed to illuminate.

RevealX provides agentless, comprehensive network visibility across hybrid and multi-cloud 

environments. This includes decrypting encrypted traffic at scale (up to 100 Gbps), ensuring 

that hidden threats using encrypted channels are exposed. RevealX also makes it possible 



for analysts to understand the conversations happening on the network by decoding over 90 

protocols with real-time fluency at the application layer. By passively observing all network 

activity, ExtraHop collects unbiased wire data, which attackers cannot tamper with or evade, 

unlike logs or endpoint data.

Cloud-scale machine learning models analyze this rich network telemetry and identify 

behavioral anomalies that indicate compromise, such as unusual access patterns, lateral 

movement, or suspicious data transfers. It also uses signature-based detections to identify 

the use of known exploits and add insight into the attacks and how they unfold.  It leverages 

unlimited compute power and continuous model tuning to generate higher confidence 

detections and fewer false positives. These high-fidelity detections allow security teams to 

spot the subtle TTPs of advanced adversaries like UNC3886, even when they are “living off the 

land” with legitimate credentials. 

ExtraHop also accelerates incident response. Its real-time threat intelligence integration 

flags known TTPs and IOCs, providing immediate context. With continuous packet capture 

and intuitive workflows, security teams can investigate from detection to root cause in just a 

few clicks, drastically reducing dwell time and enabling rapid containment and remediation 

efforts. In essence, ExtraHop turns your network into a formidable sensor, unmasking the 

advanced threats that evade other security controls.

CUSTOMER BENEFITS
Customers benefit from RevealX providing unparalleled visibility of malicious activity across 

the entire attack surface: 

• By monitoring both east-west and north-south network activity, RevealX gives security 
teams access to the immutable truth of their network data. 

• They can harness the power of unified packet-level visibility, decryption, and cloud-scale 
machine learning to see every packet and every application in every conversation on the 
network.

• RevealX’s visibility enables them to move seamlessly from visibility to detection, to 
forensic investigation, to response, and stop active threats before operational disruptions 
occur.

• Their operations teams have high-confidence, high-fidelity awareness of what’s 
happening across their hybrid and multi-cloud environments.

• Finally, ExtraHop helps customers modernize their security operations and build 
resilience
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ABOUT EXTRAHOP

ExtraHop is the cybersecurity partner enterprises trust to reveal cyber risk and build business 
resilience. The ExtraHop RevealX platform for network detection and response and network 
performance management uniquely delivers the unparalleled visibility and decryption capabilities 
that organizations need to investigate smarter, stop threats faster, and move at the speed of risk. 
Learn more at extrahop.com.
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TAKE THE NEXT STEP
For more information and to schedule a demo, visit extrahop.com

USE CASES
Here are ExtraHop use cases that address challenges from threats like UNC3886:

• Advanced Threat Detection (e.g., UNC3886): ExtraHop identifies sophisticated, evasive 
threats like UNC3886 by analyzing network behaviors and decrypting traffic, uncovering 
activities that bypass traditional security tools.

• Ransomware Protection: ExtraHop detects ransomware campaigns early by spotting 
suspicious lateral movement, command-and-control communications, and data staging 
before encryption begins.

• Cloud Workload Security: ExtraHop provides agentless visibility and real-time analysis 
for all cloud assets, detecting threats, lateral movement, and misconfigurations in 
dynamic cloud environments.

• IoT/OT/Unmanaged Device Security: ExtraHop gains full visibility into unmanaged and 
IoT/OT devices that cannot host agents, detecting anomalies and compromises often 
missed by endpoint solutions.

• Lateral Movement Detection: ExtraHop uncovers attacker movement within the 
network, even when using legitimate tools and stolen credentials, by analyzing protocol 
usage and communication patterns.

• Network Forensics and Investigation: ExtraHop provides continuous packet capture 
and rich network telemetry for detailed retrospective analysis, enabling rapid root cause 
identification and comprehensive incident response.

1. https://www.straitstimes.com/singapore/who-is-unc3886-the-group-that-attacked-spores-critical-information-infrastructure

2. https://mothership.sg/2025/07/unc-3886/

3. https://apt.etda.or.th/cgi-bin/showcard.cgi?g=UNC3886&n=1

4. https://cloud.google.com/blog/topics/threat-intelligence/fortinet-malware-ecosystem

5. Here are the key Mandiant/Google Cloud Blog posts that provide detailed information and specific IOCs for UNC3886:

 – Ghost in the Router: China-Nexus Espionage Actor UNC3886 Targets Juniper Routers (Published March 12, 2025)

 – Cloaked and Covert: Uncovering UNC3886 Espionage Operations (Published June 18, 2024)

 – Fortinet Zero-Day and Custom Malware Used by Suspected Chinese Actor in Espionage Operation (Published October 2022, though related to later UNC3886 reporting)


