
Packet-Level Visibility Speeds Forensic 
Investigations and Evidence Collection

D AT A S H E E T

K E Y  B E N E F I T S
Integrated Workflow  
With detections, transaction records, and 
packets all indexed and searchable, you 
can expedite MTTR.

Decryption Capabilities  
Uncover damaging activity hiding in 
encrypted traffic, including TLS 1.3 PFS.

Maximize Security Analyst Resources  
Fast queries and global search with 
an easy-to-use interface get answers 
without needing to be an expert.

Packet Viewer 
Analyze and dissect packet data without 
leaving the platform.

Hybrid Cloud Environments  
Capture packets across hybrid 
environments and provide definitive 
evidence and immediate answers for 
cloud security teams.

Chain-of-Custody Collection 
Remove manual processes and the need 
for multiple products for root-cause 
analysis and fulfill evidence collection 
requirements.

Horizontally Scalable Solutions 
Modularly extend your PCAP archive as 
your requirements grow, up to petabytes 
of storage.

On-Demand File Carving 
Securely extract and recreate files 
directly from PCAPs within the RevealX 
platform for faster investigations.

When it comes to incident response and network forensics, response time 
is critical. The weeks spent by your most skilled security analysts, and 
the downtime and cost attributed to recovery from data breaches and 
ransomware, add up. Unfortunately, time isn’t on your side: If you realize 
you lack definitive evidence mid-response, you may never be able to 
reconstruct the actions intruders made inside your network.

Experienced Responders Depend on the Network 
for the Cyber Truth
Attacker obfuscation tactics have taught seasoned incident responders to be suspicious 

of server and endpoint logs when an intruder is in their midst. That’s why experienced 

responders recognize that network packets provide you with the unalterable ground 

truth. 

The ExtraHop Packet Forensics module provides visibility across your hybrid 

environments that attackers can’t evade. Your network is forensics-ready with 

continuous packet capture, a scalable PCAP repository, in-product packet viewer, 

built-in file carving, and a streamlined investigation workflow with end-to-end packet 

analysis. 

Accurate, actionable data is the only accelerant to recovery and closing security gaps 

quickly. With ExtraHop Packet Forensics and RevealX™, you can jump into action with 

context-enriched alert timelines, continuous packet capture, and PCAP evidence 

repositories to eradicate intruders and recover faster.

ExtraHop Packet Forensics includes horizontally scalable PCAP repository, up to 

petabytes, for use in regulatory and legal recourse.

“With ExtraHop, I can tell you what every packet is doing 
anywhere on the network at any given time: where it’s going, 
where it came from, and what is being said across both sides 
of the conversation. This enables my team to make accurate, 
informed, and effective decisions about optimization, security, 
and troubleshooting on the network.”

Lee Chieffalo, Technical Director, Viasat
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How It Works Incident Responders jump into action with 
contextualized alerts with attacker timeline

Quickly identify the packets needed and 
collect with full chain of custody confidence

Scope all impacted systems and  
compromised data

Long-term packet evidence retention
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ABOUT EXTRAHOP

ExtraHop is the cybersecurity partner enterprises trust to reveal cyber risk and build business resilience. The 
ExtraHop RevealX platform for network detection and response and network performance management uniquely 
delivers the unparalleled visibility and decryption capabilities that organizations need to investigate smarter, stop 
threats faster, and move at the speed of risk. Learn more at extrahop.com.

info@extrahop.com
extrahop.com
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RevealX

TAKE THE NEXT STEP
To experience RevealX for yourself, request a personalized live demo.

The packet viewer allows you to analyze and dissect packet data without leaving the RevealX platform and supports key analysis 
capabilities, including filtering TCP, UDP, HTTP streams.

Filter Packets

Traffic Streams

https://www.extrahop.com
https://www.extrahop.com
https://www.extrahop.com/demo

